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Abstract—There has been a rapid growth in the need to
support mobile nodes in Wireless Sensor Networks (WSNs). This
may lead to several uncertainties and stochastic events such as
messages loss, collisions on medium and even loss of nodes.
Therefore, it is essential to ensure the efficiency of mobility based
wireless sensor protocols. A lot of protocols have been proposed
to consider mobility in the MAC layer as well as in the network
layer. We opt to study formally one of these protocols using
Statistical Model Checking (SMC). The chosen protocol is CFMA
(Collision Free Mobility Adaptive) MAC protocol, for WSNs.
This protocol performs well in both static and mobile scenarios.
In this paper, we make a formal study for its principal algorithms
by modeling, first, its work-flow using probabilistic timed
automata. This stochastic formalism leads to consider several
random events with more realism. Furthermore, a performance
analysis is performed by verifying the qualitative and
guantitative properties of this protocol using UPPAAL SMC tool.

Keywords—WSN; CFMA MAC protocol; Statistical Model
Checking; UPPAAL SMC.

l. INTRODUCTION

Wireless Sensor Networks (WSNSs) [2] consist of a large
number of autonomous and battery-powered wireless devices
(nodes). These nodes measure event from the environment
where they are deployed then they process and transmit data to
a central node in the network called ’sink”. WSNs have a vast
application range including military application, environment
monitoring, health-care, smart home, etc. A WSN is usually
deployed with static nodes to monitor missions in the
interested range. This method could not face many problems
due to the dynamic changes of events and the hostile
environment. In these scenarios, mobility in WSN can
overcome these challenges. It can also cope with one of the
main goals in the WSNs design process which is the overall
power consumption. formatter will need to create these
components, incorporating the applicable criteria that follow.

Collision Free Mobility Adaptive (CFMA) MAC protocol
[14] is one of mobility based wireless sensor networks
protocols. This protocol has been proposed to guarantee the
collision free access in MAC layer. CFMA/MAC performs
well in both static and mobile scenarios. It is expected to
reduce the power consumption of sensors by ensuring that
transmissions incur no collisions and obliges nodes to sleep

whenever there is no transmission and reception. Indeed, this
protocol uses long periods of inactivity of devices, known as
sleep modes. Basically, this protocol reposes on IEEE
802.15.4 Wireless Personal Area Network (WPAN). The
IEEE 802.15.4 is well suited to the needs of wireless sensor
networks in terms of low throughput, short transmission
distance and low energy consumption. With IEEE 802.15.4,
each WPAN has one coordinator as a central controller to
organize the other components of WPAN. The topologies
required by this standard are: (i) peer to peer, (ii) star, (iii)
cluster tree. There are two operation modes of the MAC layer
depending on the topology used and the need for guaranteed
throughput: (i) non-beacon enabled mode, (ii) beacon enabled
mode. In beacon mode, beacons are sent in regular period to
synchronize devices. In fact, The CFMA/MAC protocol is
based on the cluster tree topology and beacon enabled mode.
In order to design, simulate and verify communication
protocols many researchers have used formal methods such as
in [21], [71, [5], [15], [9], [11], [12], [24], [26]. [3]. [17].

In this paper, our aim is to make a formal study of the
CFMA/MAC protocol by illustrating the modeling approach
and the automatic verification. In order to model the protocol,
we use probabilistic timed automata. We opt to use UPPAAL
SMC (Statistical model-checking implemented in UPPAAL)
for the performance analysis.

The reminder of this paper is organized as follows. Section
Il presents the related work overview. The UPPAAL SMC,
probabilistic timed automata and the query language used in
the UPPAAL SMC are presented in Section Ill. Section IV
elaborates the modeling and the verification of the studied
protocol. Finally, Section V concludes this paper.

II.  RELATED WORK

The formal verification has been used in networking
domain to verify communication protocols in both levels:
network layer such as in [21], [7], [5] and MAC layer such as
[15], [9], [11], [12], [24], [26], [3], [17]. In [15], the authors
proposed protocols dedicated to WSNs using Model Driven
Software Engineering (MDSE). They used  CPN-tool
(coloured Petri Nets) [13] to perform the formal study. The
authors in [9] proposed an extension of CSMA/CA where the
Distributed Coordination Function (DCF) mode was
introduced. They used UPPAAL tool for the formal modeling
with the timed automata and a qualitative verification of some
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properties was accomplished. The latter work [9] was UPPAAL SMC [6] is based on the classical model checking
extended by [11] where the quantitative verification of the  version of UPPAAL with a consideration of the stochastic
aforementioned protocol was considered. In [11], the authors  characteristics using Probabilistic Timed Automata (PTAS).
used UPPAAL SMC tool for making a performance analysis  Likewise, UPPAAL SMC uses a a probabilistic temporal logic
using the statistical model checking. In the work reported in language as a query language to specify the properties. The
[12], the authors studied the protocol IEEE802.11 CSMA/CA  following subsections will present the probabilistic timed
using Markov chain. Likewise, the aforementioned protocol automata and the query language used in UPPAAL SMC.

was also studied in [24] where the authors used also Markov

chain to model the exponential backoff process. On another A. Probabilistic Timed Automata (PTAs)

hand, the authors in [18] took a sub-protocol of the standard Probabilistic Timed Automata (PTAs) [16] are considered
IEEE 80211 called two-way handshake and use both the as a modeling formalism dedicated for the systems where their
UPPAAL and PRISM tools for the qualitative and quantitative oo iorc have the  probabilistic, real-time and non-
verifications, respectively. Another WSNs protocol was — yoiorministic characteristics. Formally, a probabilistic timed
studied in [26] which is Timing-sync protocol [8] where the automaton isa tuple (L, 1, y, %, inv, prob), where:

authors used stochastic timed automata for the modeling and v AeE ' '
UPPAAL tool for the verification of qualitative properties. A
comparative study was made in [3] between IEEE 802.11 o L: Afinite set of localities (or states) and | S L;
protocol for wireless ad-hoc and S-MAC (Sensor-MAC) using X A set of variables (called clocks). y € Tand T € R,
PRISM and PCTL (Probabilistic Computation Tree Logic) to ;

define the properties. The same formalisms were used in [17]
to study Distributed Coordination Function (DCF) protocol for
automatically verify specific properties.

2 A set of events;

inv: L — Zone{y} A function which associates to each

. . locality an invariant; Zone{y}: is the set of logical
All the aforementioned works used formal methods in the y 1 g

case of static nodes. Indeed, few works investigated the formal expressions (guards) in the form: x ~ ¢, such that x € y,
study of mo_blle _nodes in WSNSs. _The majority of these \_/vorl_<s ~€{<,=,>} and c € N;
used extensive simulation for their performance evaluation in

their studies as reported in ([19], [23], [10], [20]). Among the * Br%héozxf)'nit%sftlgfs{)(rquflﬂﬂ!SB?S%@QSQ'EWQ R{é’ Ee%olf
few works tackling the formal study of mobile based WSNs probabilistic distributions on all countable subsets of
protocols, the two works reported in [4] and [25]. In [4], the the product: 2* x L. In other words, Each transition
authors presented a formal approach for the specification, links a locality to another locality, and this transition is
verification and simulation of wireless sensor network with labelled by: an event, a guard, a set of variables to be
mobile nodes using Prototype Verification System (PVS) tool. reset, and finally a probabilistic transition. So a
The formal study of the mobility was also addressed in [25] probabilistic transition is a tuple (I, g, o, p) such that p
where the authors proposed an approach for the formal is a probability function p = u(X, I') defined for each
modeling and verification of ad-hoc wireless network using

stochastic Petri nets. pair (X, I') € 2% x L; with X S .

The contribution of this original paper is the application of ~ B. Query Language
formal methods which is represented in the utilization of UPPAAL SMC uses the same query language defined in

UPPAAL SMC and Probabilistic Timed Automata (PTAs) for ~ the standard model checking for the specification of the
the specification, verification and evaluation of the Collision ~ properties such as: A<> ¢, A[] not deadlock and E <> ¢
Free Mobility Adaptive (CFMA) MAC protocol [14]  (where ¢ is an expression) for specifying, respectively, the

dedicated to WSNs with mobile nodes. At the best of our  liveness, the safety and the reachability properties.

knowledge, this paper provide the first formal study of the ~ Furthermore, New queries related to the stochastic

CFMA protocol. interpretation of probabilistic timed automata are available in

UPPAAL SMC such as:

1. STATISTICAL MODEL CHECKING (SMC) e Simulate N [<= bound]EL, ..., Ek , where N is the

The Statistical Model-Checking (SMC) [22] is an number of simulations, bound is the time bound

extension of the classical model-checking based on stochastic on the simulations and E1, ..., Ek are expressions
simulation. This extension has been proposed in order to of k states to be visualized;

express the probabilistic aspect indispensable for the
performance evaluation of some systems. The SMC is an
automatic verification approach of quantitative properties with
probabilistic aspect. As the classical model-checking, a model-
checker SMC takes, on the one hand, a model that describes
the behavior of a system, and on the other hand, a formula that
specifies the properties to be verified in the system. Then, the
SMC generates a number of simulations (runs) randomly and
exploits algorithms to make decisions on the validity or the
nonvalidity of the verified properties in a probabilistic way.

e Pr[<= bound](<> ¢), where Pr denotes the
probability to be estimated, bound is the time
bound and ¢ denotes an expression.
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IV. FORMAL MODELING AND VERIFICATION OF
CFMA/MAC ProTOCOL

The main idea of CFMA/MAC protocol is the allocation of
different backoff delays to the nodes. The successful
transmission of a frame is informally described as follows:

e In the association phase, the nodes send their
priorities to the coordinator. The latter allocates
the backoff delays according to its backoff values
table. The node which has the high data priority
will have the shortest delay with the exception of
the mobile nodes which always have the highest
priorities. If a mobile node receives a signal from
another coordinator, it requests the delay from the
adjacent cluster coordinator via the current
coordinator. Then, wait timers are introduced to
avoid collision;

¢ In the running phase, the node with data (i.e., in
its buffer) to be transmitted, must enter a backoff
period before transmitting this data. Then, it sends
Request to Send (RTS) signal and initializes the
response timer to transmit data. Finally, An
acknowledgement of the frame is sent from the
coordinator with new values of backoff delays.

In order to facilitate the construction of the formal
model, a semi formal modeling based on the Unified
Modeling Language (UML)[1] is performed. This semi
formal modeling is presented as a sequence diagrams.
These latter diagrams show clearly the interactions
between the nodes and their coordinator. Fig. 1 shows one
of the sequence diagrams that we have made. This diagram
depicts the main functionalities of the protocol in the
running phase where it illustrates the  necessary
interactions for the transmission of a frame as described
above.

A. Formal Modeling using PTAs

This section presents the formal modeling of the
CFMA/MAC protocol using Probabilistic Timed Automata
(PTAs). The modeling concerns the behaviors of the five
entities: the node (static or mobile) in the association phase,
the static node in the execution phase, the mobile node in the
execution phase, the coordinator and the medium. Due to the
limited number of pages, we present only the three models of
the mobile node, the coordinator and the medium that we
consider the most relevant for the CFMA/MAC protocol.
UPPAAL SMC allows to define the probability laws on the
locality or the transitions. In the probabilistic models shown in
Fig 2 and Fig 3, we associate a rate = 1 for any locality
without invariant. Fig 4 shows the probabilistic model of the
medium after the use of probabilities on transitions. We
associate a probability of 1/10 for each transition leading to a
synchronous fail action. A probability of 9/10 is associated for
each transition leading to a transmission of a frame. These
rates can be updated to show the response of the protocol for
several values. In practice, such rates must be identified from

Node Medinm Coordinator

SendBeacon()

Backof] )

e

ALT[TransTime< (CA p-[}'anm-U
] [ WaitBeacon()

i)
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I
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Fig. 1. Interaction during sending a frame in the
running phase
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time:=time+ Unit BackolfPeriod; BOF:=New Value
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statistics and experiments related to the nodes characteristics
and the environment where these nodes are deployed.

1) Mobile node model in the running phase:

Once the node nd enters the running phase as depicted in
Fig. 2, it performs its backoff delay. Then, it tries to transmit
its first frame Protocol Data Unit (PDU) by sending,
respectively, (BeginSendRTS, EndSendRTS) and
(BeginSendPDU, EndSendPDU). After sending an RTS, the
node receives a CTS which is represented by
(BeginReceiveCTS, EndReceiveCTS) and after sending a
PDU the node receives an  acknowledgement
(BeginReceiveAck, EndReceiveAck ). A mobile node follows
the same behavior as a static node, except that it can migrate
and change its coordinator when it detects the signal strength
of another coordinator. The mobility of a node is represented




i ersiry

ACIT?2017

J;’:P‘L:'}\ : % | " . . .
@ F 24 e i \%> The International Arab Conference on Information Technology IEEE Wy
W FIRST W2 b -

N4 Yassmine Hammamet, Tunisia

ACIT'2017

December 22-24, 2017

by the Moving locality. When it leaves this locality, it makes a
change of coordinates after each reception of a beacon. The
strength of the signal is modeled by the calculation, on the part
of the medium, of the Euclidean distance between the node
and the coordinators.

2) Coordinator model:

The Contention Access Period CAP is the period of
activity of the coordinator. A coordinator co must listen to the
medium during the CAP, if it receives an RTS or a PDU it
must send, respectively, (BeginSendCTS, EndSendCTS) or
(BeginSendAck, EndSendAck). If the coordinator receives the
identity of the adjacent coordinator in the request sent by a
mobile node then it sends SendPrio [co] to the adjacent
coordinator in order to associate the requesting mobile node
with this latter coordinater. Fig. 3 shows the model of the
coordinator.

3) Medium model:

The model of the medium seems complicated (as seen in
Fig. 4) due to the number of synchronous actions between a
coordinator and a node for this reason, we opt to show a part
the medium model . After receiving a BeginSend synchronous
action, the medium state will be occupied by changing a
boolean: M free = false then it sends a BeginReceive or fail
action. The same idea is done when it receives an EndSend,
where it sends an EndReceive with M_free = true. When the
medium receives Send SS with the coordinates of a mobile
node, it calculates the distance between the coordinates of this
node and the coordinates of the set of coordinators, and then it
sends the identity of the new coordinator, which has the
smallest distance, to the mobile node.

B. Qualitative Verification

We opt to verify some properties before the assignment of
the probabilities to the localities and the transitions. Among
the main classes of properties that can be expressed in
temporal logics, we have studied the following properties
using the query language provided in UPPAAL.:

e Liveness property: a liveness property allows to
express that a state or an event will necessarily
occur in the future. we examine whether the node
nd_assocO will never receive its
acknowledgement.

o  Safety property: this property is of the form: some
bad thing will never happen. For example,
whether a deadlock must never occur in the
model.

e Reachability property: we examine whether a
node can finish the reception of its
acknowledgement by the formula: E<>nd
assoc0.End Receiving Ack. We also exmine
whether a mobile node can receive its
acknowledgement.

In our case, we added a clock C to both node models (in
association and running phases) to verify whether the nodes nd
assoc0 and nd rp0 can reach the state “end of reception of an
acknowledgement” before that the clock C reaches a threshold
T=1000 and whether a node nd assocO occurs a collision
before a threshold T lower or equal to 80. The verification
results of the aforementioned properties are depicted in Table
I

Tabble I.
Property Query Satisfaction
Reachability E<>nd_assoc0.End_Receiving_Ack Satisfied
1
Reachability E<>nd_rp0.End_Receiving_Ack Satisfied
2
WithT= 1000 E<>(nd_rp0.End_Receving_Ack and Satisfied
nd_rp0.C<= 1000)
With T= 80 E<>(nd_assoc0.may_be_collision and Satisfied
nd_assoc0.C<= 80)
Liveness A<>nd_assoc0.End_Receiving_Ack Satisfied
Safety A ] not deadlock Undecidable

Discussion: The undecidability of some properties, such as
the undecidable property dipected in TABLE I, is due to the
state space explosion where the classical model checker of
UPPAAL can not handle such a problem. The statistical model
checker of UPPAAL SMC and the probabilistic timed
automata solve this problem. After making the models
probabilistic, we opt to perform a quantitative verification
which is presented in the following subsection.

C. Quantitative Verification

After the assignment of the probabilities for the localities
and the transitions and making the models probabilistic. We
can estimate the satisfaction rate (as seen in TABLE II) of
each property by making the following queries: (1)
Pr[<=100](<> ndassoc0.End_Receiving _Ack): this query
examines whether a node can reach the state of
End_Receiving_Ack, (2) We also examine whether a node can
terminate its association (i.e., it can reach the state
End_association), (3) the query Pr[<= 100](<>
mnd_rp0.End_Receiving_Ack) examines whether a mobile
node can receive an acknowledgement.

TABLE II.
Query Probability interval Confidence
rate
Pr[<=100](<> [0.811702, 0.911483] 0.95
ndassoc0.End_Receiving_Ack)
Pr[<= 100000](<> [0.902606,1] 0.95
nd_assoc0.End_association)
Pr[<=100](<> [0.214981,0.314847] 0.95
mnd_rp0.End_Receiving_Ack)

UPPAAL SMC provides the possibility to draw the
characteristic function of probability and hereafter some
results with discussions.
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Fig. 3. Probabilistic model of a coordinator.



ACIT’2017
The International Arab Conference on Information Technology

Yassmine Hammamet, Tunisia

December 22-24, 2017

JEEEE

ACIT2017

@

A28,

On-

Fromjtoj=from

glor=dis

(al'&@fw W_li
i /;.w_nme:uum

Fig. 4. Probabilistic model of the medium.

association decreases as the number of nodes increases.
However, we note that this is not too clear due to the duration
of the runtime. Fig. 5 and Fig. 6 confirm the expected result by

veBodEe

=tru

increasing the runtime value.

Fig. 7 shows the probability of finishing a transmission by

Cumulative Probabilty Confidence Intervals

0,60
0,58
0,56
0,54
0,52|
0,50
0,48

E Pr[<=10000](<>nd_assoc0.End association (with 3 nodes)
0,12 E Pr[==10000])(<>nd_assoc0.End_association [with 2 nodes)
0,08 E Pr[==10000]{<>nd_assoc0.End_association (with 4 nodes)
E Pr[==10000]{<>nd_assoc0.End_association {with 5 nodes)

Fig. 5. Probability of finishing the association depending on the number of

nodes with runtime <= 10*.
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0,27 E Prl<=100000](<*nd_assocO.End_association) [with 3 nodes)
o2 i E Pr[==100000](<>nd_assoc0.End_association) (with 4 nodes)
ol E Pr{==100000](=>nd_assocl0.End_association) {with 5 nodes)
008 E Pr[==100000]{<=nd_assoc0.End_association) {with 2 nodes)

900 1200 1500 1800 2100 2400 2700 3000 3300 3600 3500 4200 4500 4800 5100 5400 5700 5000

run Aduration in time

Fig. 6. Probability of finishing the association depending on the number of nodes with
runtime <= 10°.

Cumulative Probabiity Confidence Intervals

0,96 E Pr[<=10000](<=nd_rp0.End_Receiving_~Ack) (Runing phase with 4 static nodes)
0,42 E Pr[==10000](<>nd_rp0.End_Receiving_Ack} (Runing phase with 2 static nodes)
E Pr[«=10000](<>nd_rp0.End_Receiving_Ack) (Runing phase with 3 static nodes)

0!
1100 1500 1500 2300 2700 3100 3500 3900 4200 4700 5100 5500 5900 6300 &700
run duration in time

Fig. 7. Probability of receiving Ack deppending on number of nodes.
receiving an ACK, accordlng to the number of nodes, for a The probability of a collision as a function of the number
duration of runtime <= 10°. Likewise, we studied the  of nodes and depending on duration of runtime is depicted in
probability of a collision dependm% on the number of static Fig. 9 and Fig. 10, respectively.
and mobile nodes in a runtime <= 10° as depicted in Fig. 8.
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Fig. 8. Probability of having collision depending on the number of static and mobile nodes.
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Fig. 9. Probability of having collision depending on number of nodes.
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Fig. 10. Probability of having collision depending on the runtime.

V. CONCLUSION

In this paper, a formal modeling of an access protocol in
wireless sensor networks with mobile nodes was presented.
This protocol called Collision Free Mobility Adaptive MAC
(CFMA/MAC) protocol was proposed to minimize collisions
in mobile environments. In order to model this protocol, we
began studying the protocol exhaustively by a semi formal
modeling with UML then, a formal modeling with
Probabilistic Timed Automata (PTAs). For the verification of
this protocol, the Statistical Model Checking (SMC) provided
in UPPAAL tool was used. Several indispensible properties in
networking were verified such as reachability, safety and
liveness. Likewise, many important metrics, related to this
protocol, were analyzed such as the number of collisions, the
success rate of transmission, the success rate of association,
etc.).

This work can be extended on several levels. In the future,
we plan to consider other features such as a higher number of
nodes, other properties and a refined comparison with the
existing protocols as well as a proposal of a complete
approach for the transition from the formal specifications to
the generation of executable code on the nodes of the network.
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